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I. PURPOSE 12 

Louisiana State University at Eunice (the University) is respectful of the privacy of authorized 13 
users of University computing resources and data. However, there are legitimate reasons for 14 
persons other than the account holder to access data, computing resources, or network traffic, 15 
including, but not limited to: 16 

A. ensuring the continued integrity, availability, and confidentiality of University operations 17 
and systems; 18 

B. to secure user or system data; 19 

C. to ensure lawful and authorized use of University computing resources; and  20 

D. to respond to valid legal process or legal demands for access to computing resources 21 
and University records.   22 

This policy seeks to facilitate teaching and the overall mission of the University through the 23 
authorized use of computing resources and data consistent with the University's need for limited 24 
access by persons other than the account holder when necessary to serve or protect operations 25 
within the University or to meet legal requirements. This policy applies to all authorized users of 26 
computing resources at LSU Eunice regardless of user’s affiliation or relation with the 27 
University, and irrespective of where the resources are located, utilized, or accessed. Nothing in 28 
this policy is intended or shall be interpreted to waive, limit, or otherwise restrict the rights of the 29 
University to manage and allocate use of its computing resources and data or the 30 
responsibilities of Users outlined within other University policies. 31 

II. DEFINITIONS 32 

For the purposes of this policy, the following definitions shall apply: 33 

A. Authorized Users 34 

Are people acting within the scope of a legitimate affiliation with the University, using 35 
their approved and assigned credentials and privileges, to gain approved access to 36 
University computing resources. A person acting outside of a legitimate affiliation with 37 
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the University or outside the scope of their approved access to University computing 38 
resources is considered an unauthorized user. 39 

B. Computing Resources 40 

Shall be defined as all devices (including, but not limited to, personal computers, 41 
laptops, PDAs and smart phones) owned by the University, the user or otherwise, which 42 
are part of or are used to access (1) the LSU Eunice network, peripherals, and related 43 
equipment and software; (2) data communications infrastructure, peripherals, and 44 
related equipment and software; (3) voice communications infrastructure, peripherals, 45 
and related equipment and software; (4) and all other associated tools, instruments, 46 
facilities, and the services that make use of any technology resources owned, operated, 47 
or controlled by the University. Computing resources or components thereof may be 48 
individually assigned or shared, single-user or multi-user, stand-alone or networked, 49 
and/or mobile or stationary. 50 

C. Content-neutral Information 51 

Is information relating to the operation of systems, including information relating to 52 
interactions between individuals and those systems. Such information includes, but is 53 
not limited to: 54 

1. operating system logs (e.g., record of actions or events related to the operation of a 55 
device or system), 56 

2. user login records (e.g., logs of usernames used to connect to University systems, 57 
noting source and date/time), 58 

3. network activity logs (e.g., connections attempted or completed to University 59 
systems, with source and date/time), 60 

4. non-content network traffic (e.g., source/destination IP address, port, and protocol), 61 

5. electronic mail (e-mail) logs (e.g., logs of e-mail sent or received by individuals using 62 
University e-mail systems, noting sender, recipient, and date/time), 63 

6. account/system configuration information, and 64 

7. audit logs (e.g., records of actions taken on University systems, noting date/time). 65 

D. Office of Information Technology (OIT) Administrator/Technician 66 

Is a person employed, contracted or assigned by LSU Eunice to maintain and operate a 67 
computer system or network or any portion thereof. OIT administrators/technicians are 68 
usually charged with installing, supporting, and maintaining servers or other computer 69 
systems, and planning for and responding to service outages and other problems. 70 

E. User(s) 71 

Shall be defined as any person or entity that utilizes computing resources, including, but 72 
not limited to, employees (faculty, staff, and student workers), students, agents, vendors, 73 
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consultants, or contractors of the University. 74 

III. GENERAL POLICY 75 

Except in those circumstances in which access is appropriate to serve or protect operations 76 
within the University and to meet legal requirements as outlined in this policy, stored data, and 77 
voice and data network communications will not be accessed by OIT administrators/technicians 78 
or anyone other than: 79 

A. the person to whom the account in which the data has been stored is assigned; or 80 

B. the person from whom the communication originated, or to whom the communication 81 
was sent; or 82 

C. the person to whom the device containing the stored data has been assigned. 83 

Although the University seeks to create an atmosphere of privacy with respect to its data 84 
and use of its computing resources, users should be aware that because LSU Eunice is a 85 
public institution, and because the University must be able to ensure the security, integrity 86 
and continuity of its operations, use of the University’s computing resources cannot be 87 
completely private. For example, in addition to the types of permissible access described 88 
herein, e-mails sent or received through University e-mail accounts, may be subject to 89 
disclosure as public records in response to public records requests under Louisiana law. 90 
Further, documents including e-mails that are personally identifiable to a student may be 91 
education records of that student subject to inspection by that student under federal law. E-92 
mails and other documents and data must be accessed by the University to make such 93 
determinations. Users should be aware that although the University will take reasonable 94 
measures to ensure the privacy of University computing resources as outlined in this policy, 95 
the University cannot guarantee absolute privacy as relates to any particular User. 96 

IV. PROCEDURES 97 

Except as provided herein, OIT administrators/technicians at LSU Eunice may not access or 98 
facilitate access to the computer accounts or associated network traffic of someone other than 99 
the person to whom the personal computer account or computer is assigned. This includes 100 
data, voice and other files, including e-mail and voicemail, encrypted on, stored on, or in transit 101 
to or from individual computer or voicemail accounts on University owned devices/systems, 102 
personally-owned devices on University property (e.g., residence hall rooms) or 103 
devices/systems managed by the University on behalf of affiliated organizations (e.g., LSUE 104 
Foundation).  105 

The exceptions to the above are as listed below: 106 

A. An OIT administrator/technician may access or permit access in the following cases: 107 

1. Pursuant to authorization from the owner (the individual to whom the account or 108 
device or communication has been assigned or attributed); 109 

2. To investigate potential violations of law or policy - with written authorization from 110 
Human Resource Management, or from the Office of the Dean of Students for 111 
situations where there is reasonable concern that the individual to whom the account 112 
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or device is assigned or owned has engaged, is engaging, or imminently intends to 113 
engage, in illegal activities or violations of University policy using the account or 114 
device in question;  115 

3. For critical operations - with written authorization from Human Resource 116 
Management, Office of the Dean of Students, Vice Chancellor of Business Affairs, or 117 
Vice Chancellor of Academic Affairs and Provost for situations in which retrieving the 118 
material is critical to the operation of the unit and when the account holder is 119 
deceased, terminated, incapacitated, unavailable, or unwilling to provide access;  120 

4. On behalf of a deceased or incapacitated individual - with written authorization from 121 
Human Resource Management, or the Office of the Dean of Students to provide 122 
access to a lawful representative (e.g., spouse, parent, executor, holder of power of 123 
attorney) of a deceased or incapacitated employee, faculty member, or student;  124 

5. For internal audits - with written request from the Vice Chancellor of Business Affairs, 125 
or LSU Director of Internal Audit for information relating to specific audits or 126 
investigations;  127 

6. In response to legal process or demand - with written authorization from Human 128 
Resource Management, or the Office of the Vice Chancellor of Business Affairs 129 
confirming that access is required under the terms of a valid subpoena, court order, 130 
warrant, or other legal demand, or access is required under an applicable law, 131 
regulation, or University policy;  132 

7. To minimize or mitigate substantial University risk – with written authorization from 133 
Human Resource Management, the Police/Security Office, or the Office of the Dean 134 
of Students to address an emergency or to avoid or minimize exposure of the 135 
University to substantial risk of harm or liability;  136 

8. For emergency problem resolution – when the OIT administrator/technician has a 137 
reasonable concern that a program or process active in the account or on the device 138 
is causing or will cause significant system or network degradation, or could cause 139 
loss/damage to a system or other users' data. This includes forensic and/or other 140 
analysis in response to a security incident, sensitive data exposure, or system/device 141 
compromise;  142 

9. To access system-generated, content-neutral information – for the purposes of 143 
analyzing system and storage utilization, problem troubleshooting, security 144 
administration, and in support of audits;  145 

10. To investigate security incidents - The incident response function within the Office of 146 
Information Technology is responsible for investigating reports of abuse or misuse of 147 
University computing resources. Incident response staff may use system- generated, 148 
content-neutral information for the purposes of investigating technology misuse 149 
incidents, and in support of audits;  150 

11. For routine monitoring of network communications - Security personnel within OIT 151 
may observe, capture, and analyze network communications. “Network 152 
communications” may contain content data and in some cases this content may be 153 
viewed during analysis. If any data must be stored to complete the assigned tasks, it 154 
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will be stored securely and deleted as soon as possible;  155 

12. Pursuant to implied consent – in situations where a user has requested assistance 156 
diagnosing and/or solving a technical problem or where the OIT 157 
administrator/technician is performing required maintenance. In these cases, OIT 158 
administrators/technicians shall limit the scope of the access to that which is 159 
necessary to address the problem or the task.  160 

13. To protect University assets – when there is reasonable concern that the intellectual 161 
property, research, trade secrets, or other assets of the University are in jeopardy, 162 
and pursuant to written authorization from Human Resource Management or the 163 
Vice Chancellor of Business Affairs. 164 

B. Preservation of electronic information and of computing resources: 165 

The copying and secure storage of the contents of an individual's e-mail, other computer 166 
accounts, office computer, or transient network traffic to prevent destruction and loss of 167 
information may occur: 168 

1. Upon receiving credible notification of a University or law enforcement investigation 169 
for alleged illegal activity or violations of University policy on the part of a member of 170 
the University community; or 171 

2. Upon receiving advice by the University's legal counsel that such copying and 172 
storage is otherwise needed in order to comply with legal obligations to preserve 173 
electronic information or secure computing resources; or 174 

3. Upon receiving authorization from Human Resource Management, or LSU Eunice 175 
Police/Security, or the Office of the Dean of Students indicating that such 176 
preservation reasonably appears necessary to protect University operations; or  177 

4. When there is a reasonable concern that illegal activity or violations of University 178 
policy have occurred, are occurring, or are imminent, as determined by the Office of 179 
Information Technology); or  180 

5. As a routine backup procedure for disaster recovery or archival purposes. 181 

Note: Access to such copies and stored materials shall be in accordance with this 182 
policy. Preserved materials that are no longer needed shall be destroyed in a secure 183 
manner.  184 

OIT administrators/technicians accessing computing resources covered by this policy 185 
shall: 186 

1. maintain the privacy of both the contents and the act of the access, except as 187 
otherwise required by this policy, or when necessary to report potential violations of 188 
law or University policy, and then only to the appropriate authority; and  189 

2. make reasonable efforts to report such actions to the affected individual prior to that 190 
access, except when: 191 
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a. Prior notification is not appropriate or practical due to the urgency of the 192 
circumstances; 193 

b. Such notice may result in destruction, removal, or alteration of data; or  194 

c. Other circumstances make prior notice inappropriate or impractical. 195 

Where prior notification is not appropriate or practical, reasonable efforts will be 196 
made to notify the affected individual as soon as reasonable under the 197 
circumstances. No notification is necessary if access is for strictly routine backup, 198 
disaster recovery, or for archival purposes. 199 

C. Other provisions:  200 

1. Coordination with the Office of Information Technology – OIT 201 
administrators/technicians receiving requests for access to computer accounts, files, 202 
or network traffic by persons other than the account holder shall consult with OIT 203 
prior to granting the access.  204 

2. Legal requests - All legal requests or demands for access to computing resources or 205 
electronic information and all subpoenas, warrants, court orders, and other legal 206 
process, or demands directing that access be afforded to law enforcement agencies 207 
or others, must be delivered immediately to the Office of the Vice Chancellor of 208 
Business Affairs. Should such documents be served on individual, employees, or 209 
OIT administrators/technicians, the documents must be sent immediately to the 210 
Office of the Vice Chancellor of Business Affairs for review. The Office of the Vice 211 
Chancellor of Business Affairs will review the request or order, and advise the 212 
relevant personnel on the necessary response. In the event that a law enforcement 213 
agency seeks to execute a search warrant or other order immediately and will not 214 
wait for review, individual OIT administrators/technicians or other persons receiving 215 
such orders should not obstruct the execution of the warrant or order, but should 216 
document the actions by law enforcement, notify the Office of the Vice Chancellor of 217 
Business Affairs as soon as possible, and take reasonable steps whenever possible 218 
to preserve a copy of any data being removed, for appropriate University use.  219 

3. Initiating access - Persons seeking access to specific computing resources and/or 220 
electronic information assigned to or associated with an individual, that are 221 
maintained by the Office of Information Technology, must send those requests to 222 
it@lsue.edu. In addition, persons seeking access to specific computing resources 223 
and electronic information primarily assigned or associated with other persons, and 224 
that are not maintained by the Office of Information Technology, should direct those 225 
requests to the Office of Information Technology for approval. 226 

Note: “Persons seeking access” include OIT administrators/technicians who receive 227 
requests from others to access those resources or information. 228 

V. SANCTIONS 229 

Failure to comply with this policy and/or other LSU Eunice information technology policies may 230 
result in sanctions relating to:  231 

mailto:it@lsue.edu
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A. the individual’s use of computing resources (such as suspension or termination of 232 
access, or removal of online material); 233 

B. the individual’s employment (up to and including immediate termination of employment); 234 

C. the individual's status as a student with the University (such as student discipline in 235 
accordance with applicable University policy); 236 

D. civil or criminal liability; or  237 

E. any combination of these actions. 238 

VI. COMPLAINTS 239 

Persons who have reason to believe that computer privacy has been violated should first 240 
contact the Office of Information Technology, in writing, describing the nature of the complaint. If 241 
the complaint is not resolved by the Office of Information Technology to the satisfaction of the 242 
User, employees may appeal to Human Resource Management and students may appeal, in 243 
writing, pursuant to LSU Eunice Policy Statement 8: Appeals Procedures Available to Students. 244 
Other persons may appeal, in writing, to the Office of the Vice Chancellor of Business Affairs. 245 

https://www.lsue.edu/policy-statements/index.php
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