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I. PURPOSE 14 

As an institution of higher education, the Louisiana State University at Eunice Campus 15 
(“University” or “LSU Eunice”) is charged with maintaining systems and data for administrative, 16 
academic, and research purposes. Security and management of systems involved in daily 17 
operations is critical in supporting the University and thus must be managed with a formalized 18 
System Security Policy. 19 

The purpose of this policy is to define the required processes and activities pertaining to system 20 
security. 21 

II. DEFINITIONS 22 

Bring Your Own Device (BYOD). BYOD refers to the use of personal devices for enterprise 23 
purposes to conduct University business, especially as it relates to connecting to technical 24 
resources provided by the enterprise entity. 25 

Database. A repository of information or data, which may or may not be a traditional relational 26 
database system. For the purpose of these policies and standards, end user database 27 
applications, such as Microsoft Access, are not in scope. 28 

Endpoint Application. Software packages that are installed on or executed directly from an 29 
endpoint to provide additional functionality to the endpoint. 30 

Endpoint Protection. An application utilized to protect endpoints (laptops, desktops, servers, 31 
mobile devices, etc.) from malicious activities. This is commonly known as anti- virus/anti-32 
malware software or endpoint detection and response/EDR solution. 33 

Host-based Firewall. A software program/application installed directly on an endpoint device 34 
(physical or virtual), either as part of the Operating System or separately, to manage network 35 
traffic flow at the host level to support enhanced network security for the host. 36 

Mobile Device Management (MDM). The administration of mobile devices such as 37 
smartphones, tablets, computers, laptops, and desktop computers. 38 

Physical media. A data storage medium that is typically attached internally to an endpoint. For 39 
example, Magnetic tapes, Solid State Drives (SSDs) 40 
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Operating System. A computer program, implemented in either software or firmware, which 41 
acts as an intermediary between users of a computer and the computer hardware. 42 

Removable media. A portable data storage medium that can be added to or removed from a 43 
computing device or network. For example, CD, DVD, USB drive, thumb drive, etc. 44 

Web Application. A network application hosted on a web server, typically accessed via client 45 
software or a web browser, that provides specific functionality to end users. 46 

III. POLICY STATEMENT 47 

A. Endpoint Protection 48 

1. LSU Eunice shall identify and implement solutions for endpoint protection. 49 

2. LSU Eunice shall define and implement processes for identifying, containing, and 50 
remediating compromised systems. 51 

B. Host Based Network Protection 52 

1. LSU Eunice shall define processes and procedures for configuring, updating, and 53 
maintaining host-based network protection for all institution owned devices. 54 

2. LSU Eunice shall define host-based firewall requirements for all institution owned 55 
devices. 56 

C. Removable and Physical Media 57 

1. LSU Eunice shall define general usage requirements for removable and physical 58 
media. 59 

2. LSU Eunice shall define requirements for removable and physical media containing 60 
sensitive/confidential data. 61 

D. File Integrity Monitoring 62 

1. LSU Eunice shall identify and implement solution(s) for file integrity monitoring. 63 

2. LSU Eunice shall establish processes and procedures for management of alerts 64 
related to file integrity monitoring. 65 

E. Mobile Device Management (MDM) and Bring Your Own Device (BYOD) 66 

1. LSU Eunice shall define security requirements for management of LSU owned 67 
devices through an MDM product. 68 

2. LSU Eunice shall define security requirements for management of personally owned 69 
devices connected to enterprise networks. 70 

F. Endpoint Application Management 71 

1. LSU Eunice shall define criteria for software installation on institution owned devices. 72 
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2. LSU Eunice shall define processes and procedures for management of applications 73 
installed on institution owned devices. 74 

G. Operating System Management 75 

1. LSU Eunice shall define security requirements for operating systems utilized for 76 
institution owned devices. 77 

H. Web Application Management 78 

1. LSU Eunice shall define security requirements for web applications designed and 79 
implemented on institution owned devices. 80 

I. Database Management 81 

1. LSU Eunice shall define security configuration requirements for all databases utilized 82 
for institution purposes. 83 

IV. STANDARDS 84 

A. The Endpoint Protection standards are outlined in LSU Eunice Policy Statement 132 85 
Standard 1. 86 

B. The Host based Network Protection standards are outlined in LSU Eunice Policy 87 
Statement 132 Standard 2. 88 

C. The Removable and Physical Media standards are outlined in LSU Eunice Policy 89 
Statement 132 Standard 3. 90 

D. The File Integrity Monitoring are outlined in LSU Eunice Policy Statement 132 Standard 91 
4. 92 

E. The MDM and BYOD standards are outlined in LSU Eunice Policy Statement 132 93 
Standard 5. 94 

F. The Endpoint Application Management standards are outlined in LSU Eunice Policy 95 
Statement 132 Standard 6. 96 

G. The Operating System Management standards are outlined in LSU Eunice Policy 97 
Statement 132 Standard 7. 98 

H. The Web Application Management standards are outlined in LSU Eunice Policy 99 
Statement 132 Standard 8. 100 

I. The Database Management standards are outlined in LSU Eunice Policy Statement 132 101 
Standard 9. 102 

V. REVISION HISTORY 103 
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0.1 3/5/2023 Initial Draft Office of Information Technology 

https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEfThVFzPk39Ol4jsJ7YyI0QBE14doej6-JLrA4CPbxTvNw%3Fe%3DbCMMYR&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322241847%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=gtLv21iODK48SgkpqGQcSl9mlQyTE6EMPGkNu54UGuo%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEfThVFzPk39Ol4jsJ7YyI0QBE14doej6-JLrA4CPbxTvNw%3Fe%3DbCMMYR&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322241847%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=gtLv21iODK48SgkpqGQcSl9mlQyTE6EMPGkNu54UGuo%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEdlilX8vDmBJgCMs6hJPpvUBLx7X5gj7m_zQpIdu9fWgug%3Fe%3DutcWoX&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=t7OwqSobEDW5kkXJ%2F%2BWrsQtjCVpySkHEgvTapmqbOJI%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEdlilX8vDmBJgCMs6hJPpvUBLx7X5gj7m_zQpIdu9fWgug%3Fe%3DutcWoX&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=t7OwqSobEDW5kkXJ%2F%2BWrsQtjCVpySkHEgvTapmqbOJI%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FERyEny3ncHVOmcfGASD4zlEByaBKTffwvmmZzFcMcsmKEA%3Fe%3DYovUKI&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=IB40iVEvZ67hA7XJAhACFDYN3clTZITpLszqg28qtD0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FERyEny3ncHVOmcfGASD4zlEByaBKTffwvmmZzFcMcsmKEA%3Fe%3DYovUKI&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=IB40iVEvZ67hA7XJAhACFDYN3clTZITpLszqg28qtD0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEcoE5ZaZg0FJmI7a7cN4UaUBnCg7jamhkPSHmlQ5qU9oSQ%3Fe%3DmozwH2&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=IOrMpo2SKUdQwcNKylUTM2p05FUK%2F0paMEZSNkNB5wo%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEcoE5ZaZg0FJmI7a7cN4UaUBnCg7jamhkPSHmlQ5qU9oSQ%3Fe%3DmozwH2&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=IOrMpo2SKUdQwcNKylUTM2p05FUK%2F0paMEZSNkNB5wo%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEc54Mj4lNsZMmFt_KaorU1ABfxp280WDA0ae0KrAMMpfcQ%3Fe%3DDY3kIi&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=PGtAuVeuIDdoebplr%2BLfE4eshFRfZQ%2F8CFhlGSkFFq0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEc54Mj4lNsZMmFt_KaorU1ABfxp280WDA0ae0KrAMMpfcQ%3Fe%3DDY3kIi&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=PGtAuVeuIDdoebplr%2BLfE4eshFRfZQ%2F8CFhlGSkFFq0%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEZnskEspJgtNmhLMiuwEF2IB1Ctlhxwr-H13F8ceG38nLQ%3Fe%3D8CaDcx&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=u8vcbDlds6fM712V%2FnZLlipDoWolNVJ%2FHR597GHp4Mk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEZnskEspJgtNmhLMiuwEF2IB1Ctlhxwr-H13F8ceG38nLQ%3Fe%3D8CaDcx&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=u8vcbDlds6fM712V%2FnZLlipDoWolNVJ%2FHR597GHp4Mk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEd7cGybbYUJAgqbtnNJAQLYBspbmP1Fbu-PDF-jTN1kjwg%3Fe%3Dor3jLK&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=MtYnmydvsYLvMD1GqzUEu6vklIMPCoxqg7SQiL9qTKg%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FEd7cGybbYUJAgqbtnNJAQLYBspbmP1Fbu-PDF-jTN1kjwg%3Fe%3Dor3jLK&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=MtYnmydvsYLvMD1GqzUEu6vklIMPCoxqg7SQiL9qTKg%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FERO7Cvu46uZBprOZaki6VfgBNpxbilIstoPbL7uBGL-HeA%3Fe%3DSwRPL2&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=hkBfplfaf9d4qMUMiq%2B%2BOajbvRdf1Kp9SgTEV25wo%2Fk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FERO7Cvu46uZBprOZaki6VfgBNpxbilIstoPbL7uBGL-HeA%3Fe%3DSwRPL2&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=hkBfplfaf9d4qMUMiq%2B%2BOajbvRdf1Kp9SgTEV25wo%2Fk%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FETiPBeHuVXpFntCEeOAemxQBXx9eagBzztOQNV1onW44hg%3Fe%3DKzq8mu&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=G0CrhssgjCf8X9jzj1i3%2F4Z5%2BFiIRDdyz3gW0etvSro%3D&reserved=0
https://nam04.safelinks.protection.outlook.com/ap/b-59584e83/?url=https%3A%2F%2Flsueunice.sharepoint.com%2F%3Ab%3A%2Fs%2FUniversityPolicies%2FETiPBeHuVXpFntCEeOAemxQBXx9eagBzztOQNV1onW44hg%3Fe%3DKzq8mu&data=05%7C01%7Csheyward%40lsue.edu%7C0302e36e11324145070608dbd7d812a3%7Cbf964a96c21a4d42b58a7f94f32e4374%7C0%7C0%7C638341095322398107%7CUnknown%7CTWFpbGZsb3d8eyJWIjoiMC4wLjAwMDAiLCJQIjoiV2luMzIiLCJBTiI6Ik1haWwiLCJXVCI6Mn0%3D%7C7000%7C%7C%7C&sdata=G0CrhssgjCf8X9jzj1i3%2F4Z5%2BFiIRDdyz3gW0etvSro%3D&reserved=0


4 
 

    

 104 


