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I. PURPOSE 13 

As an institution of higher education, Louisiana State University at Eunice (“University” or “LSU 14 
Eunice”) is charged with maintaining systems and data for administrative and academic 15 
purposes. These assets are critical to the mission of the University, and the security of these 16 
systems and datasets must be managed with a formalized Information Security Program. 17 

The purpose of this standard is to describe the required components of policy  management as it 18 
relates to the Information Security Program at LSU Eunice. 19 

II. DEFINITIONS 20 

Standard. Standards are defined actions and/or rules that provide support and  direction for 21 
compliance with policies. 22 

III. STANDARDS 23 

A. The Office of Information Technology (OIT) must develop and maintain information 24 
security policies and standards. 25 

B. All policy documents must be reviewed on an annual basis. 26 

C. All standard documents must be reviewed on an annual basis, at minimum, or when a 27 
significant change occurs within the University technology environment  which would 28 
impact the security posture of the University. 29 

D. Policies and standards must also be reviewed and revised, as needed, when  changes to 30 
legal, regulatory, and/or contractual requirements change. 31 

E. All policies must follow University processes of policy review and approval processes.  32 

F. Any request for a policy and/or standard exception must be submitted to  OIT. 33 

1. All exceptions must be evaluated by OIT, in conjunction with the submitter and 34 
relevant stakeholders, to determine information security risk. The evaluation must be 35 
formally documented and agreed upon by all stakeholders. 36 
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2. The exception requests would then be submitted for approval through University 37 
processes of policy review and approval. 38 

3. A master document must be maintained for all exceptions. 39 

4. All exception requests must be evaluated on an annual basis, at minimum, unless 40 
exempted from the process by the exception approval process. 41 

G. The minimum requirements for documented policies and their related standards,  as it 42 
relates to OIT, are as below, but are subject to change: 43 
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IV. REVISION HISTORY 45 
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