Anatomy of a Phishing Email

Phishing is an attempt by a malicious actor pretending to be a legitimate enterprise for the purpose of stealing private
information, such as usernames, passwords, social security numbers (SSN), and other sensitive data. More often than
not, phishing messages have distinguishing characteristics making them easy to identify if you know what to look

for. Emails that present a sense of urgency, have grammatical errors scattered throughout, or have peculiar “From”
email addresses are some of the more common signs.

Here is a look at the anatomy of a typical phishing email...

Don A Cook
Wed 2/15, 4:58 PM

Subject: TECHNICAL URGENT UPGRADE
Urgency / Fear
Phishing emails often
try to create a sense of
fear and urgency In
subject lines, hoping
that users will comply.

Your account has been temporally suspended, and this
means that you will not be abie to send and receive new | poor grammar
email messages. This is bacauss of the on-going yearly Grammatical errors
maintenance and delsting of inactive accounts. You are are common

then requested to verify your account here for
upgrading.

Click Or Open this link to VERIFY
CLICK HERE

r Account:
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Random Capitalization
Bad Links Random use of

Always hover your mouse ALL CAPS

over a link to see the true
destination. if you see a
long, unfamiliar fink, it's
likely a phish.
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For more information about phishing, visit www.lsue.edu/informationtech/oit-security/phishing.php
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